Visa Threat Intelligence

Essential cybersecurity intelligence for payment data.

Visa Threat Intelligence is an essential enterprise security offering for businesses that accept, store and process
payment data. Visa Threat Intelligence provides high-quality, low-false-positive and breach-validated Indica-
tors of Compromise (IoC), along with expertly curated threat analysis, to help security operations detect and
protect against attacks targeting payment data.

Visa Threat Intelligence helps level the playing field by providing payment focused cyber intelligence to
address challenges faced by merchants.
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Why Visa Threat Intelligence?

Visa Threat Intelligence

Visa Threat Intelligence leverages Visa's unparalleled visibility into fraud and payment breaches to protect not just
payments and transactions, but also the merchant network and the data it contains.
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Superior data

85% of Visa Threat Intelligence’s
threat indicators are unique'—providing
your business with a powerful and
efficient tool for breach detection and
prevention that cannot be sourced from
other intelligence offerings.

Superior intel

Visa loC's are focused on payment
related threats and are derived from
known breach activity. Our focus
solves a specific challenge for
merchants by reducing data overload
and the number of false positives
associated with broad paid and open
source intelligence feeds.

Superior efficiency

Visa Threat Intelligence powers your
existing security operation to work
smarter with less manual effort and
requires no additional hardware or
software. Simply connect with our API
to receive timely and actionable 10Cs to
help defend against cyberattacks.

How it works

Visa Threat Intelligence data will soon be available as a set of APIs that are compatible with all major cybersecurity
hardware, software and intrusion detection and prevention systems. Supported formats will include JSON, CSV,

and STIX.

Visa Threat Intelligence’s API allows programmatic integration with existing security infrastructure, providing
accurate and unique loC of known malicious actors—and enabling prompt detection of the latest and most

sophisticated threats.

Visa Threat Intelligence partners

SafeBreach simulates hacker breach methods to weaponize
Visa Threat Intelligence loC—offering specific guidance
on weaknesses in enterprise defenses and how attackers

might exploit them.

Centripetal Networks' QuickThreat platform bolsters
your network intelligence by synchronizing
Visa Threat Intelligence loC with other threat data to

alert and block at the network perimeter.

For more information you can:

Contact your Visa representative

Contact the VTl team directly at visathreatintelligence@visa.com
Visit us online at www.visathreatintelligence.com
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